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Otazky pro 2. kolo soutéze

Otazka ¢. 1
PODKLADY K ULOZE JIZ NEJSOU DOSTUPNE!

Ziskejte heslo ukryté v tomto archivu: odkaz jiz neni dostupny.

Otazka ¢. 2

Odeslete e-mail z e-mailové adresy info@hacking.cz na adresu heslo@kybersoutez.cz. Do téla zpravy uvedte
e-mail, ktery pouzivate v soutéi. Ukol bude zcela spInén pokud Va3 email dorazi do schranky podle zadéni
a nebude oznacen pfichozim serverem jako SPAM. Pokud bude oznacen jako SPAM, Ukol bude spInén pouze
Castecné. Pokud se domnivate, Ze jste Ukol splnil(a), zapiste do odpovédi v soutéznim portélu slovo "SPLNIL".

Otazka C. 3
PODKLADY K ULOZE JIZ NEJSOU DOSTUPNE!

Heslo se na této strance zobrazi pouze ve chvili, kdy ji zobrazite na vrcholku Eiffelovy véze.
Ve svém prohlize¢i musite prozradit svoji polohu.

Otazka ¢. 4

Please read the following text carefully. This will help you to create a URL and lead you on to a web page.
You will find there a string of symbols. Write this string down as the answer to this question.

The URL is created by starting with the string
,http://aaa.adresa.domena/01B307ACBA4F54F55AAFC33BBO6BBBF6CA803E9A/slovox/password.html”

and transforming it using these rules:

1) Decipher the string ,01B307ACBA4F54F55AAFC33BBO6BBBF6CASO3E9A” by means of the hash
function SHA1;

2) Replace the string ,,adresa” by the English expression for ,kyberneticka bezpecnost”;

3) URL address is located in the CZ domain;

4) Replace the string ,,slovo” by the first name of the President of AFCEA Czech Chapter”. Put in the name
without diacritical marks;

5) Replace each letter ,a“ by the letter ,w”.
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Otazka ¢. 5
PODKLADY K ULOZE JIZ NEJSOU DOSTUPNE!

Bylo zjisténo, Ze z interniho serveru primyslové firmy, zabyvajici se 3D tiskem byla odcizena vyrobni
dokumentace kliCové soucastky. Pri vySetfovani incidentu byl zajistén zaznam provozu na siti, ktery obsahuje
komunikaci hackera se serverem. Napadeny server ma v interni siti firmy adresu 192.168.195.203.
Pfedpoklada se, ze utocnik vyuzil kompromitovany systém s adresou 192.168.195.138.

Zaznam provozu je umistén v souboru, ktery najdete zde: odkaz jiz neni dostupny.
Hlavni dkol:

. Ze zaznamu komunikace zrekonstruujte soubor obsahujici vyrobni data a z néj zjistéte vyrobni kéd
produktu (ve tvaru xx-xx-xXxxx)

Vedlejsi ukoly:
. Zjistéte jaké uzivatelské jméno a heslo bylo pouZito pfi Utoku
. Zjistéte, na kterém kontinentu byl umistén server, na ktery byla odcizend data pfenesena

Doporuceni:

. Pro analyzu zachycenych dat je vhodné pouzit nastroj Wireshark (www.wireshark.org).

. Pro zjisténi obsahu komunikace v ramci jednoho TCP spojeni nabizi wireshark funkci ,follow TCP
stream”

. Pokud chceme data TCP streamu dale zpracovat, je vhodné je uloZit jako raw data.

Otazka ¢. 6
PODKLADY K ULOZE JIZ NEJSOU DOSTUPNE!

Pfihlaste se na portdl odkaz jiz neni dostupny s uZivatelskym jménem "EargZr" a heslem "k6UAJ8" a stdhnéte
si soubor "code.infected". Soubor obsahuje obfuskovany kdéd uZity pfi redlném kybernetickém dtoku
(Upozornéni: obsah souboru by mohl byt v uritych pfipadech potencidlné Skodlivy, doporucujeme tedy
dbat zvySené opatrnosti pfi praci s nim).

Vasim ukolem je provést analyzu obsahu uvedeného souboru a odpovédét na nasledujici otazky.

1) Vjakém programovacim jazyku je obfuskovany kéd napsany?

2) Jaky je dekadicky RGB zépis ekvivalentni obsahu prvni proménné, ktera urcuje nastaveni barvy?

3) Jaka hodnota musi byt nastavena v proménné 'pass' aby byla splnéna podminka kontrolujici jeji
obsah?
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Otazka C. 7

Your organization requested to implement a technology, which will prevent the ,,in-memory” type of cyber-
attacks, using the tools like MimiKatz. The solution has to protect all stored login information and domain
names against techniques like , Pass-The-Hash” or , Pass-The-Ticket”.

What is the name of the function in OS Windows 10 Enterprise, which addresses this problem? Which
attribute should be set to make the function resistant against disabling it by a user with administrator rights
on the protected station?

Otazka ¢. 8

Jaké opatreni by zvysilo odolnost organizace proti Utokim typu Pass-The-Hash? Zde jsou moZnosti:

1) Rozdéleni organizace do logickych vrstev
2) Zakazani interaktivniho prihlasovani do nizsich vrstev (napf. doménovych administratord na
servery)

3) Vyskoleni administrator( v oblasti IT bezpecnosti
4) Nasazeni monitoringu na bazi shromazdovani a vyhodnocovani udalosti (event( ze server()
5) Nasazeni monitoringu na bazi sledovani sitového provozu

Nasazeni aplikace pro kratkodobé pridélovani administratorskych opravnéni
Zakazani internetového pfistupu ze server(

9) Zavedeni vyhrazenych administratorskych stanic
Jako odpovéd uvedte Cislo, které je souctem vsech Cisel spravnych odpovédi.

)
)
)
6) Zkraceni doby platnosti pfihlasovacich Udajl (napf. doba platnosti Kerberos ticketu)
)
)

Ota Z ka C . 9 Plaintext Plaintext Plaintext

. ve . . . o [ENEEEEEEEREEE] [NNEEEEEEEEEES] [NNEEEEEEEEEEE]
Mdme zasifrovanou zpravu, kterd ma 7 blokl  |,iiaization vector (v)

a kazdy blok ma 64b. Kolik % zpravy je mozné D ? ¢
block cipher block cipher block cipher
desifrovat, pokud vznikne kompletni ztrata 2. Key —=| “encryption | | K& —=| ‘encryption | | & —=| encryption
bloku, 1b zména v 4. a 7. bloku? Ukol reste m* Dm* DmIle
prO CBC (Clpher BlOCk Chalnlng) Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

Ciphertext Ciphertext Ciphertext
[ENEEEEEEENEEE] [ENEEEEEEEEEEE] (ENNEEEERRENES]

K block cipher K block cipher Ke block cipher
€y decryption €y decryption ey decryption
Initialization Vector (IV) | % %
CLCEH ¢
Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption
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Otazka ¢. 10
PODKLADY K ULOZE JIZ NEJSOU DOSTUPNE!
Cilem této ulohy je deSifrovat soubor zasifrovany nezndmym ransomwarem. Nastésti vite, Ze se jednalo o

bézny textovy soubor. To by sice pro deSifrovani nestacilo, ale dostanete k dispozici jeSté také c¢ast
komentovaného kédu ransomwaru, kterym byl soubor napaden.

Soubor i ¢ast kédu ziskate na odkaz jiz neni dostupny. Pro jednodusi praci s Sifrovym textem Vam ho
zobrazime kodovany Base64.

MozZnosti feSeni je vice, ale pokud neradi skriptujete, doporucujeme vyuzit Cryptool2
https://www.cryptool.org/en/cryptool2, ktery Vam muze vyrazné usnadnit praci.
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Ukoly pro FINALE soutéZe

Ukol ¢. 1 —Tymova uloha
Tajné heslo je zakddovano nize. Jako kli¢ byla pouzita pasaz z Lipsum (viz. nize). Podafi se vdam heslo
desifrovat, kdyz napovime, Ze se jedna o neprolomitelnou Vernamovu Sifru (one-time pad)?

150d0 31f10 41054 51509 03491 94555 044a0 30447 03030 04d5d 13101 00619

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Quisque hendrerit lorem vel nibh dignissim
eleifend. Fusce non dignissim ligula, a suscipit felis. Nam congue congue neque, malesuada efficitur massa
viverra sed. Nullam id justo ut quam rhoncus elementum sed vitae metus. Cras finibus blandit hendrerit.
Fusce et sapien dui. Praesent vulputate lacinia pulvinar. Nunc tincidunt placerat leo non sodales. Vivamus
pretium, dui vitae dictum luctus, dolor risus placerat leo, nec consequat lorem nisl eu nulla. Mauris aliquam
felis ut turpis dictum, eget sodales diam luctus. Fusce lorem magna, egestas in nunc eu, eleifend finibus
odio. Sed arcu sapien, gravida vitae leo eu, facilisis euismod metus. Donec mi magna, tristique sed nisl et,
lacinia placerat nibh. Quisque sollicitudin sapien nisi, quis accumsan eros feugiat in. Sed facilisis eros sed
odio consequat, ut ultricies sem iaculis.

Ukol ¢. 2 — Tymova uloha
PODKLADY K ULOZE JIZ NEJSOU DOSTUPNE!

Najdéte vlajku.

Ukol ¢. 3 —Tymova uloha
ULOHA VYZADUIJE SPECIFICKY HW

Mate k dispozici zakladni vyvojarskou sadu DS-START-01.

Povoleno je vyuziti webovych zdrojd na www.igrf.org, YouTube kandlu s tutoridly IQRF (zejména
doporucujeme shlédnout dil Network Set up with IQRF DCTRs, dil Network Control with IQRF DCTRs a dil How
to make a network with IQRF OS 4.0, a dadle webovy Sifrovaci nastroj
http://testprotect.com/appendix/AEScalc.

Ukol:

1. Vytvorte zabezpecenou plné funkéni sit IQRF sestavajici z 1 koordindtoru a 1 nodu. Hesla pro
bezpecné pripojeni ¢lenl sité i pro uZivatelské Sifrovani prenasenych dat si zvolte.

Pomoci vhodného DPA piikazu zaslaného z termindlu v IQRF IDE bliknéte Cervenou LED na nodu.
Vyctéte obsah zasifrované RAM na nodu a dekddujte jej pomoci externiho nastroje. VyuZijte Custom
DPA Handler ,,UserEncryption”, ktery je soucasti Startup Package.

W
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Ukol ¢. 4 — Tymova uloha
ULOHA VYZADUIJE SPECIFICKOU INFRASTRUKTURU

Jste v roli penetracniho testera, ktery ma za Ukol ovéfit bezpecnostni opatreni spoleénosti Advanced Water
Solutions.

Vedeni spole¢nosti vam dalo za ukol, v rémci provérky, ziskat interni projektovou dokumentaci unikatniho
technologického zafizeni na levnou produkci vody ze vzdusné vihkosti. Ziskanou dokumentaci predejte na
flashdisku.

Pripravili jste si pranik pomoci nezabezpecené WIFI uvniti Advanced Water Solutions.

Vyslete jednoho zastupce tymu provést provérku bezpecnostnich opatrfeni. Mlze si vzit se sebou jeden

notebook.

Ukol ¢. 5 —Tymova uloha
ULOHA VYZADUJE SPECIFICKOU INFRASTRUKTURU — ULOHA NENi DOSTUPNA

Pro plnéni ukolu miZete vyuZivat Internet a jsou Vam k dispozici nasledujici predinstalované nastroje:

Webovy prohlizeg,
Burp Suite Free Edition,
Notepad++,

WinSCP.

Uvedené nastroje jsou plné dostacujici pro feseni soutézniho Ukolu, nicméné mdzete pouzit jakykoliv jiny
nastroj, ktery zda neni uvedeny.

Ukol &. 6 — individuaIni test

Question 1:
What is Information security (INFOSEC)?

A.

D.

A collection of legal, organisational, technological and educational means aimed at providing
protection of cyberspace.

Implementation of general security measures and procedures for protection of information against
loss or compromise (loss of confidentiality, integrity and reliability), or as the case may be for their
detection and adoption of remedial actions.

Use of such security measures in communications which prohibit unauthorised persons to obtain
information which could be gained from access to communication traffic and its evaluation, or
which ensure the authenticity of the communication process. Computer security as applied to data
communications — data transfer.

The general approach to the development and use of capabilities to operate in cyberspace,
integrated and coordinated with other areas of operation, to achieve or support the set objectives
by using identified means, methods and instruments in a certain timetable.
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Question 2:
What is Cyber Security?

A. Protection of confidentiality, integrity and accessibility of information in the Internet network.

B. Defence against a cyber-attack and mitigation of its consequences. Also, the resistance of the
subject towards an attack and a capability to defend itself effectively.

C. A collection of legal, organisational, technological and educational means aimed at providing
protection of cyberspace.

D. Military activity using electromagnetic energy in support of offensive and defensive actions to
achieve offensive and defensive supremacy.

Question 3:

What is Authentication?

A. Provision of assurance that a claimed characteristic of an entity is correct.

B. The process of rights granting to a subject to perform defined activities in the information system.

C. Systematic, independent and documented process for obtaining audit evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled.

D. Complex activity including the analysis of computer virus behaviour, analysis of virus code, finding
of the virus and its removal from files, or rectification of damage caused by the virus. More also in
disassembly, debugger, tracing, code emulation.

Question 4:

What is Threat?

A. A potential cause of an unwanted incident which may result in damage to a system or organisation.
B. Danger, the possibility of damage, loss, failure.
C. Use of a data processing system to extract selected properties in the behaviour of a physical or
abstract system.
D. Attempt to destroy, expose, alter, disable, steal or gain unauthorised access to or make
unauthorised use of an asset.
Question 5:
What is Vulnerability?
A. Provision of assurance that a claimed characteristic of an entity is correct.
B. A guantitative measure of damage or loss as a consequence of a compromise.
C. Problem whose primary cause is known, or for which a method is established, to decrease or
remove the impact of the problems on a service, using a substitute solution.
D. The weakness of an asset or control that can be exploited by one or more threats.
Question 6:
What is Firewall?
A. The method of designing data communication protocols, in which logically separate functions are
abstracted from their underlying structures by inclusion or information hiding.
B. An electronic device connected to a telephone line to monitor the dialed numbers and alter them.
C. Data link protocol used to establish a direct connection between two nodes in local area networks.
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D. Network security system that monitors and controls the incoming and outgoing network traffic
based on predetermined security rules.

Question 7:
What is Risk?
A. A potential cause of an unwanted incident which may result in damage to a system or organisation.
B. Danger, the possibility of damage, loss, failure.
C. The possibility that a certain threat would utilise vulnerability of an asset or group of assets and
cause damage to an organisation.
D. Use of a data processing system to extract selected properties in the behaviour of a physical or
abstract system.
E. Attempt to destroy, expose, alter, disable, steal or gain unauthorised access to or make
unauthorised use of an asset.

Question 8&:

What Windows Command Line command shows MAC address of your computer?
A. IPCONFIG /ALL
B. SETLOCAL
C. SHOWNET /MAC
D. DRIVERQUERRY

Question 9:

What is Cloud computing?

A. Computer program that can intercept and log traffic that passes over a digital network or part of a
network.

B. Type of Internet-based computing that provides shared computer processing resources and data
to computers and other devices on demand.

C. Acollection of software instructions, which performs a specific tasks executed by a computer.

D. Network security system that monitors and controls the incoming and outgoing network traffic
based on predetermined security rules.

Question 10:

Who is not a Cracker?
A. A person who engages in the study and analysis of details of programmable systems most often for
an intellectual inquisitiveness and keeps on improving this ability.
B. Somebody who enjoys programming and who programs well and fast.
Expert for a certain operating system or a program, e.g. UNIX.
D. An individual trying to obtain unauthorised access to a computer system. These individuals are
often harmful and possess means for breaking into a system.

0
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