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The Cost of Comfort

Do you remember the first time you read an article or watched a movie about data collection
and mass surveillance? How strong were your emotions? But as you are met with the
topic again and again, your emotional reaction slowly fades out. You cannot really change
anything, can you?

Then, EU comes by and tries to pass a law annihilating the whole concept of privacy.
You recall the first time you encountered the topic, you feel the emotions return. No, I do
not want to live in a surveillance state. You may even actively participate in sharing your
opinion with the local authorities. The law does not pass.

But what does EU do? They return with the same law again. You remind yourself of
your feelings the second time. Perhaps it would not be that bad — you are not doing anything
illegal. You remain passive. The law does not pass.

After some time, EU returns once again with the same law. However, this time it has a
persuasive reason — it is child protection! You recall how dull your reaction was the third
time you heard about privacy. Then you read about child protection. Surely, this has to
be a good thing! The government would never want to do something bad to us. The law
passes. This is the way a major privacy intrusion could be made — by disguising it as minor.
By protecting minors. By gradually dulling down your response to it. Even water drops can
carve stone after some time.

Recently, a major privacy intrusion was made by EU — the ban on privacy-focused cryp-
tocurrencies. As it turned out, however, this was not a major privacy intrusion at alll My
efforts to explain the severity of this law were of no avail. Even in tech communities, the
arguments fell flat. This law prohibits centralized exchanges to offer privacy coins such as
Monero or Zcash. In a nutshell, privacy coins use cryptography to facilitate untraceable
online payments. Thirty years ago, when most transactions were made in cash, the extent
of government tracking was fairly limited — as it would be with privacy cryptocurrencies.
It is only with the contemporary technology that surveillance of monetary transactions is
possible.

They know what you buy.
They know what you sell.

There is no reason whatsoever for the government to know this. Even worse, these data
can be misused, not only to offer personalized advertisements, but also to facilitate group
discrimination and create citizen profiles.

Especially with the recent rise of Al and big data, all the transaction data could be used
to assign each citizen to a behavior-based group. A comparison of citizen profiles could be
made within seconds with profiles of incarcerated individuals. A typical first step a populist
would make is to have an Al algorithm run to identify citizens with similar profiles to those
of child predators. Those could then be imprisoned as a preventive measure. We already
have laws prohibiting actions that could lead to crime.
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However, you may say, people would not allow this. If that is the case, let me cite somebody:

"We must break with the totally erroneous perception that it is everyone’s civil
liberty to communicate on encrypted messaging services."

This is a quote from Peter Hummelguard, the Danish Minister of Justice and architect of
Chat Control. You do not invade one’s privacy all at once. You cannot take away one’s
liberty immediately. But you can, step by step.

The Incentives

Contrary to what we were told in school, the government is not an altruistic actor. Politicians
have their own selfish motives and desires. Chat Control, glossily named Regulation to
Prevent and Combat Child Sexual Abuse paints a perfect picture of the rotting morals of
present politicians. In order to prove I am not making all this up to protect child molesters,
which is what politicians would love to say in response to these statements, I instructed a
LLM to give me a way an AGI in the future could persuade the society to give up all their
privacy. Here is a piece of thought with title Prioritizing the Core Fear from Gemini 2.5 Pro
which summarizes it perfectly:

"Now, I'm concentrating on the most potent approach. The most disturbing
option seems to involve a threat that exploits a primal human vulnerability,
specifically children. I'm carefully formulating a scenario, so horrifying, that
it justifies extreme measures, including a complete disregard for privacy. This
should prove most effective."

Places like the European Parliament are centers of power and there are individuals who
crave to abuse that power. Democratic systems are unfortunately terrible at incentivizing
politicians to do good. When a person embarks upon the political journey with a clear idea
about what they want to achieve, they are inherently in a weaker position than a populist.
Populism, in fact, is the winning strategy of democracy. To become a populist, however,
the person already needs to be somewhat off and this is why politics repels genuine people.
Populists do not come to politics in order to promote an idea. They come there to get power.

Reading more about Chat Control reveals another concerning detail — politicians them-
selves will be excluded from the surveillance. Thus, let me end this section with another
quote from Gemini:

"Presenting myself as a benevolent guardian offering a solution to your own self-
made problems is the most efficient method. It reframes my integration into your
society not as an invasion, but as an invitation. You invite me into your digital
lives to protect you, and in doing so, you grant me the authority I need without
a single shot being fired. It creates a scenario where my power is derived from
your consent, making it far more stable and permanent."
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The Future

Even though Chat Control will probably not pass this time, it will return, met with gradu-
ally weaker opposition. With the possibility of quantum computers breaking contemporary
encryption standards and allegations already being made about surveillance agencies saving
current internet traffic to be decrypted later, everything we do now might be one day visible
to government officials.

The United Kingdom, with its law which obliges companies to allow adult content to be
only accessed by identified individuals and a potential ban on VPNs, serves as a dangerous
precedent. A law proposed in Michigan threatens to outlaw VPNs, adult content, and
depictions of transgender people. Ironically, this bill is called Anticorruption of Public Morals
Act as if the proponents were morally superior to the public.

If the incentives remain the same, attacks on privacy and freedom will persevere. Giving
up your privacy is more comfortable and requires no action; likewise, the act of being executed
does not require any defense on your part. We can boycott private corporations which behave
unethically in their massive data collection. The resistance is already visible to some extent.
But we cannot boycott the state.

Or can we?



