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AKTUALNI HROZBY A TRENDY V OBLASTI KB | Nérodni urac

pro kybernetickou



MAREK DOLEJSI

Ndrodni Ofad pro kybernetickou a informacni bezpecnost
Oddéleni strategickych informaci a analyz (OSINA)
Regiondlni specializace — postsovétsky prostor a Blizky vychod

Absolvent MUNI — bezpecnostni a strategickd studia

Disclaimer: Vsechny prezentované informace pochdazeji z otevienych zdrojo!

Ndrodni arad
pro kybernetickou @
a informacni bezpecnost
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~ PATA GENERACE
BEZDRATOVYCH SYSTEMU

Novy telekomunikacni standard
mobilni sité — zvySeni prenosové
rychlosti a snizeni doby odezvy

Standard pro nové technologie —
internet véci ¢i primysl 4.0

Mnozstvi dezinformaci ohledné 5G

Potencidlni zvétseni plochy pro
kyberitoky

Bezpeclnostni rizika dodavatelu —
probihajici diskuse o vylouceni
Cinské spolecnosti Huawei
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What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You onh have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have froe events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment ks accepted in Bitcoin only. For more information, click <About bitcoin>,

Please check the current price of Bitcoln and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window,

Contact Us

A(ter your p:ymen!. click becck Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:

bitcoin
ACCEPTED HERE [115p7UMMngo)1vakal)cRdUNXJSLan ]

RANSOMWARE

Vydéracsky software — blokovani di
Sifrovdni dat a pozadovdni platby
vykupného za obnoveni pfistupu

Problematické vypdatrdani Otoénika —
platba v kryptoméné a v mnoha
pripadech nemoznost platby kvdli
moznému poruseni sankci

Postupné vice fokus na vétsi cile
ochotné zaplatit kvuli

provozu (napr. promysil)

Trend roku 2020 — dvoijité vydirdani

obnové




-5 %) Jm (RO
?wﬁ*0<=>g”#0%
riome§ 5P

N
7 T Vne/\/xnégﬁzm
T 5
Cy|°
{ } ‘X’n‘yn g

, £(x)4>7q€l0,4):Vx x|
w9 )(E n;noz(xn-j)zé

UMELA INTELIGENCE

Rozvoj strojového uceni — Utoky
Fizené umélou inteligenci

Nebezpedi socidlniho inzenyrstvi

Problematika deepfakes — idedlni
zpUsob distribuce dezinformaci

Potencidlni moznost Utokld proti
autonomnim systémOm (napfr. auta)




Utoky stdtem zastiténych aktérd —
pokrocilé trvalé hrozby (APT)

Povod v Rusku, Cing&, irdnu & KLDR

APT28 Zaméreni na mnozstvi strategickych
oblasti — kritickd infrastruktura,

Fancy Bear kompromitace supply chain nebo

promyslovd spiondaz

Slozitost prisouzeni — problematika

odvetnych opatreni

KYBERNETICKA SPIONAZ




DALSI TRENDY

Cryptojacking — Unos cizich stanic a
téZzba kryptomén

Kinetické Otoky — kyberneticky Utok
zpUsobuijici fyzickou skodu

Pfechod na cloudy

Nedostatek odbornikd a trvalé
budovdni kapacit kyberbezpecnosti




TYKA SETO | ME? ANO!

Ndrodni Gfad
pro kybernetickou @
a informacni bezpecnost



DEKUJI ZA POZORNOST! OTAZKY?



